NTFS File and Folder Permissions

Windows Server 2012.

Microsoft have made lot of improvements in Server 2012. One of the major changes is Server Manager.
Server Manager is now linked with almost all the server roles. Server Manager allows you to easily setup
shared folder in Windows Server 2012. File Server role must be installed prior to be able to share files
and folder on the network. Shared folders on the network allows many users to access the files and
folders. Remember, folders can be shared but individual files cannot. In Server 2012, the File Server role
is installed by default allowing users to share files and folders. The File Server sub-role is found under
File and Storage Services server role in server role installation wizard. File Server in Server 2012 uses
SMB 3.0 protocol.

Ins and Outs of NTFS permissions in Windows Server 2012.

L MySharedFolder Properties -
Previous Versions I Customize | Classification |
General I Sharing Security

Object name:  C:\MySharedFolder

GI’DIJD ar uUser names:

53 CREATOR OWNER
52, 5YSTEM

3, slowe

52, Administrators (LOWELAB12"\Administrators)

. A Users (LOWELAB12\ sers)

To change permissions, click Edit. | Edit |

Pemissions for Users Allow Deny

Full cortral -
Modify

Read & execute
List folder contents
Read

Write

Special permissions -

For special pemissions or advanced settings, | Advanced
click Advanced.

Leam about access control and pemissions

OK || Cancel || fpph



http://www.microsoft.com/en-us/server-cloud/windows-server/windows-server-2012-r2.aspx
http://technet.microsoft.com/en-us/library/hh831795.aspx
http://b2b.cbsimg.net/blogs/a-2012-10-30_17-28-08.png

The Security Tab

On this tab, you can see that there are a number of different permissions available for the
selected user. Any changes you make will apply only to the selected user. If you want to make
changes to multiple users, either add the user to a group and then apply permissions to the group
or individually apply permissions to individual users one by one.

Permissions explained

I'll start with an explanation for what each permission means. Bear in mind that permissions can
be set at both the folder and the file level. The table below outlines what each permission does
for both folders and files.

Permission name Description (folder) Description (file)

Full control The user has full control to the The user has full control to the file and
folder and can add, change, move |can change, move or delete it. The user
and delete items. The user can can also add and remove permissions

also add and remove permissions on the file.
on the folder as well as for any

subfolders. The italicized

sentence is very important to keep

in mind. This permission level

can be dangerous in the wrong

hands.

Modify A combination of Read and Write | A user is able to modify the contents of
permissions. A user also has the |the selected file.
ability to delete files within a
folder that has the Modify
permission. She can also view the
contents of subfolders.

Read & execute Users are allowed to read the Users are allowed to read the contents
contents of files in the folder or | of the file or execute the program.
execute programs inside the

folder.
List folder contents | Allows the user to view the This permission is not available at the
contents of the selected file level

folder. The user is not allowed to
read a file's contents or execute a
file.

Read The user can read the contents of | The user can read the contents of a file.
a folder.

Write A user can create files and A user can create a file.



folders. This does not grant a
user with the ability to read any
existing information.

You will note that the permissions screen has both Allow and Deny columns. You are able to
allow a user a particular set of rights or deny a user access rights to a particular file or folder.

As you create groups for permissions reasons, understand that the permissions that you assign

are cumulative. So, perhaps you grant a user's account rights to read/execute the contents of a

folder and you grant a group to which the user belongs the ability to write to a folder. The user
will get all of those permissions because NTFS rights are cumulative.

When Deny permissions are involved, they always override Allow permissions. It's not
considered a best practice to use Deny permissions a whole lot. Doing so can create
administrative nightmares that are difficult to solve. That said, Deny can be useful when group
permissions have been applied to a folder, but you still want a user in that group to be denied
access to the folder.

Notes

e Permissions and Security are different things

e Permissions allow Users, or Groups access to Resources such as Files, Folders and Printers

e Itis best to assign Permissions to Groups and not to Individual Users

e Share and NTFS Permissions are different

e Share Permissions only matter when Resources are being accessed over the network. If a User
is Local the Permissions are ignored.

e NTFS Permissions are used whether Resources are access over the Network or Locally.

e Over the Network is there are both Share and NTFS permissions set on a Resource then the
Most Restrictive Permission is the one that will be applied.

e In Generalitis best to set Share Permissions to a resource to Everyone with Full Control, and
then use NTFS Permissions to grant or restrict access.

e Share Permissions allow you to access Resource through UNC (Universal naming Convention)
\\SERVERNAME\SHARE

e The FAT, FAT 16 and FAT 32 file systems used in Windows 95 and 98 could only use Share
Permissions.

¢ Inheritance means that Permissions set to parent Folders will be inherited by Child Resources

e Loginand Out for New Permissions to be applied

e By Default Creators of Resources are the Owners.

e Resource Owners can set permissions to Resources.



Setup Shared Folder in Windows Server 2012
Posted by Bipin on July 30, 2013

Microsoft have made lot of improvements in Server 2012. One of the major changes is Server
Manager. Server Manager is now linked with almost all the server roles. Server Manager allows
you to easily setup shared folder in Windows Server 2012. File Server role must be installed
prior to be able to share files and folder on the network. Shared folders on the network allows
many users to access the files and folders. Remember, folders can be shared but individual files
cannot. In Server 2012, the File Server role is installed by default allowing users to share files
and folders. The File Server sub-role is found under File and Storage Services server role in
server role installation wizard. File Server in Server 2012 uses SMB 3.0 protocol.

Setup Shared Folder in Windows Server 2012

There are different ways to share a folder in Server 2012. Most efficient way is to use the Server
Manager. Here, | will configure some shared folder from domain controller named MBG-DC1.
So, let’s setup some shared folders. To do so, open Server Manager. Click File and Storage
Services on the left pane. Then click Shares from the list. You will see the list of shared folders
on this server. As you can see below there are two folders, netlogon and sysvol shared by
default. This is because the server is AD DC.
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We have a scenario. We want to share a folder named Marketing to Marketing users group.
We want only the marketing users to view and execute the contents of the folder. We already
have Marketing users group set up and assigned users into the group. So, let’s create the shared
folder. To create a new shared folder, click Tasks and click New share in Server Manager
console.

i5Csl NETLOGON CAWindows\SYSVOL\sysvol\mustbegeek.com\SCRIPTS  SMB
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New share wizard pops up. There are number of share profiles by default. You can choose any
of these share profiles as seen below. | will choose SMB Share - Quick and click Next.

Select the profile for this share

Share Location

File share profile: Description:

SME Share - Quick This basic profile represents the fastest way to creats

SMB file share, typically used to share files with

SMB Share - Advanced
are ance Windows-based computers.

SME Share - Applications

MFS Share - Quick * Suitable for general file sharing
MES Share - Advanced * Advanced options can be configured later by
using the Properties dialog

Now you are asked to provide the share location of the folder that you want to share. I will
choose custom location as C:\Marketing. Then click Next.
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Select the server and path for this share
Select Profile BT
Share Location Server Mame Status Cluster Role Chwner Node
Share Name MBG-DC1 Online Mot Clustered

Other Settings

Share location:

() Select by volume:

Valume
C:

volume,

Free Space Capacity = File System
40.6GE 497 GE  NTFS

The location of the file share will be a new folder in the \Shares directory on the selected

® Type a custom path:
chMarketing

Type the share name and description of the shared folder. Then click Next. Click OK to create

the new directory on path doesn’t exist warning.
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Specify share name

Select Profile

Share Location

Share Mams

Other Settings

Now configure other settings. Here, | will check to enable access-based enumeration. This
option makes the folder visible for users that have permission to access the folder otherwise the
folder will be hidden. Allow caching of share option makes the folder to be accessed even when

the user is offline. Click Next.

Share name: Marketing

Share description: This folder is shared to Marketing Group only.

Local path to share:
chMarketing

Remote path to share:

WWMEBG-DCT\Marketing


http://www.mustbegeek.com/wp-content/uploads/2013/07/Share-Name.png

= New Share Wizard - O]

Configure share settings

Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides
folder from the user's view.

Allow caching of share

Caching makes the contents of the share available to offline users. If the EranchCache for
Metwork Files role service is installed, you can enable BranchCache on the share,

Enable BranchCache en the file share
BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch,

Learn more about configuring SMB cache settings

[ ] Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the data agair
unauthorized access while the data is transferred to and from the share. If this box is checke
and grayed out, an administrator has turmned on encryption for the entire server.
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Here, configure the folder permission. The shared folder have shared folder permission and
NTFES permission. These both permission work together to allow/deny users to access the
shared folder. Microsoft recommends to allow full control for share permission and use NTFS
permission to restrict and configure folder access. As you can see below, Share permissions:
Everyone Full Control. The permission shown here, is the inherited NTFS permission from
drive NTFS permission. To change the permission, click Customize permission.
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Specify permissions to control access

Select Profile

Permissions to access the files on a share are set using a combination of folder permissions, sh:

chare Location permissions, and, optionally, a central access policy.

Share Mames |Share permissions: Everyone Full C::untrcull

Other Settings Folder permissions:

Permissions Type Principal Access Applies Ta

Confirmation Allow CREATOR OWMER Full Contrel Subfolders and files only
Allow BUILTINWUsers Special This felder and subfalders
Allow BUILTIN'Users Read & execute This folder, subfolders, and files
Allow BUILTINYAdministrators Full Control This folder, subfolders, and files
Allow NT AUTHORITY\SYSTEM Full Control This folder, subfolders, and files

[ Customize permissions... |

Click disable inheritance. Then select convert inherited permission into explicit permissions
on this object.
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You can see the changes below. Remove both User groups from the permission. This Users
group contains all the users of the domain. We don’t want all the users of the domain to access
this shared folder so remove it. Click Add to add the marketing group. Click Select a principal

and add Marketing group. Select the basic permissions and click OK.
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Principal:  Marketing (MUSTBEGEEE Marketing] Select a principal

Type: |Alluw W |

Applies to: | This folder, subfolders and files v]

Basic permissions:
[]Full contral
[ Modify
[w] Read & execute
[ List folder contents
[w] Read
[ ] Write

[ ] Special permissions

[]Only apply these permissions to objects and/or containers within this container

Now the overall permission for the Marketing folder looks like this. Users of marketing group
can only read the files of Marketing folder.
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For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available
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Type Principal Access Inherited from  Applies to
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% Allow  Administrators (MUSTBEGEEEKN Administrators)  Full control Mane This folder, subfolders and file:

82 Allow  CREATOR OWNER
Marketing (MUSTBEGEEK\Marketing)

Full control Mone Subfolders and files only
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< m
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| Enable inheritance |
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Now let’s come back to the wizard. Click Next.
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Specify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, sha

Share Location permissions, and, optionally, a central access policy.
Share NMame Share permissions: Everyone Full Control
Other Settings Folder permissions:

Permissions Type Principal Access Applies To

Allow MUSTBEGEEKMMarketing Read & execute This folder, subfolders, and files
Allow BUILTINVAdministrators Full Control This folder, subfolders, and files
Allow MT AUTHORITY\SYSTEM Full Control This folder, subfolders, and files
Allow CREATOR OWMNER Full Control Subfolders and files only

Confirmation

| Customize permissions...

Review the settings and click Create.
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Confirm selections

select Profile Confirm that the following are the correct settings, and then click Create.
Share Location
SHARE LOCATION
SEr Server: MEG-DCT
Other Settings Cluster role: Mot Clustered
Permissions Local path: chMarketing
el SHARE PROPERTIES
Share name: Marketing
Description: This folder is shared to Marketing Group only.
Protocaol: SMB
Access-based enumeration: Enabled
Caching: Enabled
BranchCache: Disabled
Encrypt data: Disabled
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The shared folder is now created. You can view the shared folder in Server Manager console.
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In this way you can configure shared folder using Server Manager. Remember, NTFS
permissions and shared folder permissions are different. If NTFS permission and shared folder
permission are conflicting, then the most restrictive permission is applied. For example, if you
configure NTFS permission to Full Control and shared permission to Read on a folder then the
permission applied will be Read only. Best practice to manage permissions for shared folder is,
configure full control permission for everyone and restrict the folder access using NTFS
permission.

Clients can now access the shared folder by typing the UNC (Universal Naming Convention)
path of the shared folder in windows explorer. In our case, the UNC path is, \MBG-
DC1\Marketing.

NIFEN - | marketing

Hame Share View

(© B B Yoo a1\ marketing

e

Mame Date modified Type

i Favorites
B Desktop || Policies 7/30/2013 1:29 AM Text Document
4. Downloads

In this way you can access the shared folder contents.

Read
Read is the default permission that is assigned to the Everyone group. Read allows:
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« Viewing file names and subfolder names
e Viewing data in files
e Running program files

Change

Change is not a default permission for any group. The Change permission allows all Read
permissions, plus:

e Adding files and subfolders

e Changing data in files

e Deleting subfolders and files
Full Control

Full Control is the default permission that is assigned to the Administrators group on the
local computer. Full Control allows all Read and Change permissions, plus:

e Changing permissions (NTFS files and folders only)



